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“Shadow IT” refers to IT devices, 
software and services outside the 

ownership or control of the company’s IT 
organisation. In many respects, “DIY IT” 

should replace the term “Shadow IT" – as 
it is a much more positive and empowering 
term.   

Once, it was limited to business users 
creating their own databases in Access or 

Excel macros. Now, given the ease in which 
cloud-based services can be bought using a 
credit card, a whole range of IT services may exist under the control of 

different business teams. 

Such cloud-based services have made it much easier for non-IT personnel to 

acquire and create their own solutions. This rapid growth has been driven by 
the wider consumer technology revolution – where most people have powerful 
technology capabilities – smartphones, laptops combined with their awareness 

of the quality and variety of consumer applications in the cloud (e.g. file 
sharing apps, social media, and collaboration tools). This experience and 

expectation carries over into their working environment.  

In parallel, quality enterprise-class Software as a Service (SaaS) applications 

have also become established and well known.  These, maturing SaaS 
applications are capable of providing core business functions across the 
enterprise.  

 Marketing and Sales teams use CRM and automation tools like 
Salesforce, Eloqua and Marketo.  

 Finance and HR departments run their business on accounting and 
employment applications like NetSuite and Workday. 

 Entire enterprises run productivity and collaboration applications like 

Office 365, Google Docs and Box. 

As a result for many smaller organisations there is no need to have in-house 

IT capability – providing the experience and maturity in managing third-
party services and suppliers can be managed elsewhere in the organisation. 

There can be significant benefits from “DIY” or “Shadow IT”, enabling 

businesses to become more competitive and employees more productive: 

 Solutions can be deployed rapidly, rather than in months or years, thus 

providing business value very quickly.  

 Vendors typically deliver frequent updates of their SaaS application’s 
features, functions and capabilities, allowing customers to do more with 

minimal investment.  

 The “pay as you go” subscription model that underpins Cloud Services 

pins expenses to the Operating Expenses budget rather than the more 
elusive Capital Expenditure budget.  
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So is there a problem?  
Where adoption of these “DIY” services happens within business-team silos, 
without effective planning or appropriate business governance, a number of 

issues may arise (in time if not immediately). Examples include significant 
security risks, higher costs, and greater, rather than less operational 
inefficiencies.  A team may have had the best intention to use these 

applications to get work done or to increase collaboration and productivity, but 
what is often not be realised are potential wider organisational implications. 

 Many cloud-based applications, especially those that are geared toward 
consumer usage, do not have the level of security controls that a business 

is likely to need.  The up-load of sensitive or confidential information to an 
external application, may make that data vulnerable to a security breach 

(i.e. it may get accessed by people who have no right to that information), 
and causes the organisation as a whole to be non-compliant with 
corporate governance, regulatory requirements and legal responsibilities 

(e.g. Data Protection Act) or PCI (The Payment Card Industry Data 
Security Standard - a set of requirements designed to ensure that ALL 

companies that process, store or transmit credit card information maintain 
a secure environment).   

 Non-compliance can lead to huge fines and other consequences.  

 Further, such data may not be included in business continuity or disaster 

recovery plans because the location – and perhaps the very existence – of 
the data is unknown. 

 Given the ease with which cloud services can be obtained, when 
aggregated across the organisation as a whole there may be a substantial 

hidden IT cost, and duplication. It is not uncommon for a larger 
organisation to discover there are many cloud storage systems in use. 

Using many different services can cost more than standardising on one or 
two services and negotiating an enterprise license for the preferred 
services.  

 Services from a range of suppliers may be hard to integrate effectively 

(just as with the proliferation of separate internal systems). Without pre-
planning, the ability to move away from one supplier to another may be 
expensive and time-consuming, and in time, integration and data 

migration requirements may appear – impacting organisational agility and 
driving cost. 

 

So how can these opportunities and risks be managed? 

In summary, the opportunities need to be managed in a positive manner, 
whilst effecting appropriate management practices to address the risks. Key 
elements of a control framework are: 

 

Embrace 

“DIY IT” 

 

It is vital to recognise that there are great benefits.  Without this clear 

recognition, it is likely that an ‘underground’ culture will emerge. 

In larger organisations with an established IT function, there may be 

competition or friction between business teams and their IT function. 

Business teams may have lost faith in their IT function to deliver 

(sometime this is as a result of constraints or other organisational 
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priorities, which are not appreciated by business teams). 

Optimum success is achieved when sufficient initial focus in given 

working out what a business area, in the context of the whole 

organisation, really needs – and then where appropriate harnessing 

the opportunity to implement capability which can be made available 

quickly without the need for development and implementation in 

internal IT infrastructure.   

Cloud solutions can also help with testing and proto-typing new 

capabilities – and if they prove not to be the right answer can be 

removed at little cost. 
  

Create 
effective 

policies  
 

Simple, easy to understand policies are key. It is important to keep 

the policies simple and clear – as if they are too onerous or 

convoluted they will be ignored. 

Irrespective of whether an IT function exists in a business, a senior 

executive must have accountability for critical policies concerning the 

use of devices, networks and the access and management of 

information.  

These must be focused on protecting the company from loss, liability, 

leakage, incomplete/inaccurate data, and security threats both 

internal and external. 

Generally, such policies should also be referenced in the employee 

policies, and be used to inform and guide the organisation’s 

procurement processes. 
  

Staff 

Education 
& Training 

 

Even with the best policies in place, unless your workforce understand 

the “rules” and why they are important then the policies will not be 

effective.  Effective training, and enabling a trust-based culture is 

vital.  

  

Create a 

Centre of 
Expertise 

 

Where the organisations size justifies this, provide a roving small 

team high-calibre but small team with strong operations & technology 

experience specialists who are empowered to operate across the 

organisation, to get out and about (e.g. making "house calls") to help 

business teams work more efficiently and use external cloud solutions 

to operate more efficiently, whilst ensuring compliance with the 

business policies and overall business strategy.   

In this way, local projects can be nurtured to achieve success and 

build wider business confidence is using readily available technology. 
  

Bring 

“DIY” IT 
into the 

open 

No long-term benefit will result where “DIY” or “Shadow” IT is hidden.  

Creating the positive climate for this review is key. The objective is 

about seeking to understand what solutions are enhancing the day to 

day running of the business, not a search for "contraband." 

In the medium to larger size organisation, an appropriate 

communication from a trusted, well-regarded executive to support an 

internal audit/survey can be helpful. Such a survey should include a 

checklist of software that might or indeed should be used, as well as 

enabling the capture of other (unknown) services that may be in-use. 

In addition, encouraging staff to track what they really use for a day 

or a week.  

This approach is an important step in: 
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 Improving business operations,  

 Recognising and rewarding innovators,  

 Finding and helping those who need assistance 

 Promoting good practices for “DIY IT”.  
  

Enforce 

compliance 

(As a last 
resort) 

As a last resort, or if absolutely necessary to meet regulatory or legal 

compliance, monitoring capabilities can be put in-place. The trail of 

DIY / Shadow IT can be found by looking at network logs, scanning 

email traffic and attachments, and so forth.   

Where absolutely necessary, for essential information security, 

regulatory or legal compliance reasons, access to such services can 

disabled.  So for instance, staff can be prevented, from their business 

devices, from accessing email accounts which look like personal 

accounts (e.g. Hotmail, Google, Yahoo) and services such as Dropbox. 

Of course this does not stop staff using their personal devices to 

access these services – so pushing access ‘under-ground’ may create 

a new set of issues. 

The key point to note, is that generally cloud based services have 

been adopted by business teams to address what they feel are real 

problems – i.e. there is not an existing official solution to the 

problem.  So, if an inappropriate service has become adopted there 

will still be a need to address the underlying issues, rather than just 

prevent access and usage. 

 

Conclusion 

There is a wealth of IT and business related services that can be accessed and 
deployed across an organisation very rapidly.  By creating the appropriate 

culture, policy framework and encouraging company wide awareness, the 
business innovation that can be enabled by these capabilities is a prize well 

worth the effort.  

But, each organisation is different, some need very high data security, some 

can operate in more open environments, most have a mix of these drivers. So 
an approach that works well for one organisation may not be appropriate for 

another. 
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