
The compelling need to make encryption of personal data a 

legal requirement. 
 

On-line, cyber, digital (whatever you want to call 
it) – security is a topic that all to often hits the 

headlines following some major incident, but then 
rapidly is pushed down the ‘to-do’ list as other 

pressing challenges come to the fore. 

Given that this digital on-line world (in which we 

engage with our friends, interact with companies, 
do business, make payments, access our bank 

accounts, file tax returns, and have sensitive information about out 
health held by GPs, NHS, Insurance companies etc.) continues to 

advance - then ensuring appropriate focus on security ought to 
be paramount. 

In his recent speak to GCHQ (ref: 
https://www.gov.uk/government/speeches/chancellors-speech-to-gchq-on-cyber-

security) the Chancellor, George Osborne, outlined the importance of 
cyber security in the context of the defence of the nation.  He is 

quoted as saying “The Internet has made us richer, freer, connected 
and informed in ways its founders could not have dreamt of. It has 

also become a vector of attack, espionage, crime and harm…. the 
Internet represents a critical axis of potential vulnerability. From our 

banks to our cars, our military to our schools, whatever is online is 

also a target.” 

Now there is a tension between two key aspects.  The first is that 

when security of communications is put in place (as companies such as 
Apple and Google are implementing) then this security can stop the 

intelligence and crime prevention services from tracking illicit 
interaction.  On this point the UK and US Governments appear to be 

thinking about taking different courses of action. 

But, this debate should not detract from the second critical aspect - 

in relation to the protection of data that is held about us.  Given 
the significance of our digital world, the protection of our on-line 

identities is critical.  The devastating effects on folk who have suffered 
‘life-changing’ impact due to identity theft is a warning, and should act 

as a wake-up call to both our Government and every organisation – 
large and small irrespective of public, private or voluntary sectors. 

The recent headlines from the Talk-Talk data-hack highlights, that too 

many organisations are playing lip service to how they protect our 
sensitive personal data.  Whilst as the Talk-Talk incident has unfolded, 

it seems that much of the data they ‘lost’ was encrypted, this position 
was not known at the start of the incident, when “the embattled Talk-

Talk boss Dido Harding crassly stated that her company was under no 
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legal obligation to encrypt customers' sensitive data”– as quoted in the 

following article 
http://www.theregister.co.uk/2015/10/26/talktalk_encryption_dpa/ 

My observation is that the senior executive of an organization should 

ensure that they know, and can prove that they apply all reasonable 
measures to protect customer data. 

This report goes on to say that ‘The 1998 Data Protection Act only 
implies “Appropriate technical and organisational measures shall be 

taken against unauthorized or unlawful processing of personal data 

and against accidental loss or destruction of, or damage to, personal 
data.”, but “those technical measures could be interpreted as 

encryption, there is no suggestion under principle 7 of the DPA that 
says such action is an explicit requirement.” 

My assertion, indeed plea, is that the UK Government as a matter of 
urgency makes it mandatory for all personal data, held ‘at-rest’ on an 

organisations’ computer systems or whilst in-transit should be 
encrypted to defined standards. AND failure to comply should result in 

organisations and their Directors’ being prosecuted, even if that point 
in time they have not had data taken away from their organisational 

control. 

Equally, irrespective of any legal clarifications or changes to the law, 

however large or small your organisation, you should take 
immediate action to protect your customer’s information, as 

well as your business data. The failure to do so may lead to 

significant reputational damage in the event you suffer a hack.  Talk-
Talk’s share price has taken a material hit since its incident. It is too 

early to judge the longer-term impact of customer retention / new 
sales growth.  Article 9 in the Further Reading List provides a number 

of other examples of companies affected by similar data-leaks. 

There are various standards and compliance regulations that are 

concerned largely with the protection of private data at rest, during 
transactions, and while it traverses network connections. Some of 

these regulations make specific recommendations or require particular 
technologies for compliance. For all of them, however, encryption can 

be employed to satisfy the protection requirements. By determining 
what data you are required to protect, locating the data at rest and in 

transit, and implementing the appropriate encryption technologies, you 
can significantly improve your overall security posture while complying 

with any number of data privacy regulations.  
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Further Reading 
 
1. Encryption: https://ico.org.uk/for-organisations/encryption/ 

2. UK Government – Get Safe Online -
https://getsafeonline.org/businesses/data-encryption/ 

3. Security 101: at rest or in transit – protecting data with encryption - 
http://www.gfi.com/blog/protecting-data-with-encryption/ 

4. Older articles around security and regulation: 
 The legal obligations for encryption of personal data in Europe and 

Asia - http://www.infosecurityeurope.com/__novadocuments/21997 
 Regulations and Standards: Where Encryption Applies  -

https://www.sans.org/reading-room/whitepapers/analyst/regulations-
standards-encryption-applies-34675 

5. Google and Apple to introduce default encryption - 
http://www.bbc.co.uk/news/technology-29276955 

6. Why The Future Of Digital Security Is Open - 
http://techcrunch.com/2014/10/16/why-the-future-of-digital-security-is-open/ 

7. New U.K. law might force Apple to decrypt the iPhone for police 

investigations - http://bgr.com/2015/11/03/iphone-encryption-u-k-law/ 

8. Obama administration opts not to force firms to decrypt data — for now 
– https://www.washingtonpost.com/world/national-security/obama-administration-

opts-not-to-force-firms-to-decrypt-data--for-now/2015/10/08/1d6a6012-6dca-11e5-
aa5b-f78a98956699_story.html  

9. The 15 worst data security breaches of the 21st Century 
http://www.csoonline.com/article/2130877/data-protection/data-protection-

the-15-worst-data-security-breaches-of-the-21st-century.html 
 

10. Identity fraud and identity theft: 
http://www.actionfraud.police.uk/fraud_protection/identity_fraud 

 

11. Consequences of identity theft: 
http://www.bristol.ac.uk/infosec/protectyou/idtheft/consequences/ 
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